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Steps to activate RPKI

Create & publish your ROA fopA€ey)

« Login to MyANIC

Go to Resources - Route Management (see image below)
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Al https://www.apnic.net/wp-content/uploads/2017/12/ROUTE_MANAGEMENT_GUIDE.pdf



Step 1: Activating the RPKI

engine

Resources

Internet Resources
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To certify the
resources under a
particular account,
you first need to
activate the RPKI
engine iNMyAPNIC
Once you have logged
In to MyAPNICselect
Resourcedrom the
menu bar, then
chooseRPK]| listed
underResource
certification. Activate
the RPKI engine.



Step 1: Activating the RPKI

engine
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A You are require to instaireeOTRo start activate RPKI s

A After installinstall FreeOTRn mobile, you are required to logdtt and
login APNIC Account

A Next step is to enable Resource Certification

Home / Resources / RPK|

*
RPKI Home  Resources  Admin Contact ool
Home / Resour 05/ RPK|
Enable Resource Certification
Currently, you have not enabled resource certification for your registry. RPKI

® | want to operate in the MyAPNIC RPKI portal.

SR : i Activating engine, please wait. .
O I want to host my own certification authority and run an RPKI engine myself.
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Step 1 :Activating the RPKI

engine

you will get response from APNIC upon processir

Back to MyAPNIC Dashboard
Home

Home / Resources / RPKI

Resources Admin Contact Tools Even

RPKI

Your RPKI engine has been activated. To enable ROA for routes, please click here to go to the Routes page.

Certified Resources

The following resources are included in your current resource certificates
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Step?2.: to create ROA

Create (publish) your ROA oftAes)

« Select create route (as shown below)
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Step2: to create ROA

Create (publish) your ROA EEE(13)

« Example for 1pve below
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Step2: to create ROA

Create (publish) your ROA fofafes)

Confirm route creation

ROA Enabled

Whois Disabled

Prefix 240664000 /32

Origin AS 45192

Most specific announcement S48 (distance from prefis length: 16)

I"S:.'h-n:lut-:' ranagement s only availoble whan the distence frarm the most specific announcerment to the prefix lenath s fess than -‘GI

Cancel G back

APNIC



Step2: to create ROA

Create (publish) your ROA rf:622)

« Example for 1pv4 =
) s et tha utes b lbh.dl:]

APNIC



Create (publish) your ROA

« Your ROAs are
ready!

APNIC

Routes

L: I

Fesgisber yoer routes in MyAPHIC using the tool below. It will automatically creste route aojects in the APHIC Whois Catal
autherizad. BPE] ROUs will ko be created 22 thee same time, if the R0OA option is erabled (changes to RPE] may ke amy
0 status will niot be updated undil then).
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Validate ROA usingluricane

Electric ‘é

httpS://pr. he.net/ (** Check after 22 working days)

Hurricane Electric also hosts a tool at https://bgp.he.net. The green key

indicates that your ROA was created and has propagated into the global

repository.

Announced By

Origin AS Announcement Description
AS131107 | 2001:df2:ee00::/48 .Y | testing

Figure 9 — Hurricane Electric’s BGP Toolkit.
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https://bgp.he.net/

Validate ROA using MYIX Looklng y

Glass Portal

https://portal.myix.my/lg
SelectNeigbhorinfo and key your peering IP




